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1 Overview 

1.1 Conventions 

 A list of n otation s that are used throughout th is document.  
 

Convention  Descriptions  Example  

Bold  Important Information  WARNING: You must 

check the timestamp of 
obrA.jar before 

proceeding to step2.  

Italic  Folder Path or File Path  /usr/local/obs/conf  

[]  Graphical Interface Elements  [Manage Log]  

%%  Filepath in Windows format  %OBSR_HOME%  

$ Filepath in Linux/Unix /BSD 
format  

$OBSR_HOME  

italic  Command  mkdir /usr/local/obs  

 

Notation that are used s pecific ially  for API section:  
 

Convention  Descriptions  

<Text Inside angle 

brackets >  

Placeholder for which yo u must supply a value.  

[Text inside square 

brackets]  

Optional items.  

{Text insides braces}  Set of required items; choose one.  

Vertical bar (|)  Separator for mutually exclusive items; choose 
one.  

Ellipsis (é) Items that can be repeated.  

 

1.2 Definitions, Acronyms and Abbreviation 

 

Term/Abbreviation  Definition  

AhsayOBS  AhsayÊ Offsite Backup Server 

 

AhsayRPS  AhsayÊ Replication Server 

 

AhsayRDR  AhsayÊ Redirector Server 

 

AhsayOBM  AhsayÊ Online Backup Manager 

 
 

AhsayACB  AhsayÊ A-Click Backup  
 

OBSR_HOME The install location of AhsayOBS & AhsayRPS.  
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Windows  

C: \ Program Files \ AhsayOBS and AhsayRPS  
 
Linux/FreeBSD/Solaris  

/usr/local/obs/  
 

OBSR_HOME_BAK  The backup location of AhsayOBS & AhsayRPS. It is 
used temporary during the install/upgrade process.  

 
Windows  
C: \ Program Files \ AhsayOBS and AhsayRPS.bak \  

 

Linux/FreeBSD/Solaris  
/usr/local/obs.bak/  

 

CONF_HOME The directory  to store AhsayOBS & AhsayRPS  
configuration files . 

 
Windows  

%OBSR_HOME% \ conf  
 

Linux/FreeBSD/Solaris  
$OBSR_HOME/conf  
 

USER_HOMES The directories where AhsayOBS and AhsayRPS store 
the AhsayOBM & AhsayACB users accounts.  

 
The default location is:  

%OBSR_HOME% \ users  
 

POLICY_HOME The directory where AhsayOBS and AhsayRPS store 
its system users and group policy information.  
 

Windows  
%OBSR_HOME% \ system \ policy  

 
Linux/FreeBSD/Solaris  
$OBSR_HOME \ system \ policy  

 

SYSTEM_HOME The directory where AhsayOBS and AhsayRPS store 

its system information.  
 

Windows  
%OBSR_HOME% \ system \  
 

Linux/FreeBSD/Solaris  
$OBSR_HOME \ system \  

 

WEBAPPS_HOME Location of the webapps direct ory inside the 

installation directory of AhsayOBS & AhsayRPS.  
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Windows  

%OBSR_HOME% \ webapps.  
 
Linux/FreeBSD/Solaris  

$OBSR_HOME \ webapps  
 

WEBAPP_HOME_BAK  A backup of the webapps directory inside AhsayOBS 
and AhsayRPS.  

 
Windows  
%OBSR_HOME% \ webapps.bak  

 
Linux/ FreeBSD/Solaris  

$OBSR_HOME \ webapps.bak  
 

RECEIVER_HOME The location where the replicated data is stored for a 
particular replication receiver.  
 

JAVA_HOME The location where JAVA is installed  
 

 

1.3 System Requirements 

Please refer to the FAQ: Ahsay Software Compatibility List (SCL) for version 
6.3 or above (2323)  for system requirements of AhsayOBS v6 . 

 
It is recommended to install AhsayOBS on server grade  O/S and 
hardware platform. However, for evaluation purposes installation on 

Windows XP or Windows 7 platforms would be fine for testing.  
 

 
 
 

 

http://forum.ahsay.com/viewtopic.php?f=22&t=9795
http://forum.ahsay.com/viewtopic.php?f=22&t=9795
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2 Quick Start 

This chapter describes the minimum steps required to start using AhsayOBS. 
Please consult the informa tion in the following chapters for a complete 
reference to all features available in AhsayOBS.  

 

2.1 Getting started 

To setup your AhsayOBS, please do the followings:  
 
Setup Your Backup Server  

1.  Point your browser to http:// < your -obs -server > . 

2.  Login as AhsayOBS ad ministrator.  

The default login name and password are ñsystemò and ñsystemò 
respectively.  

 

3.  Set your hostname.  
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Enter a resolvable hostname fo r your backup server (e.g. backup.your -
company.com) into the [Host Name] text field. Although you can supply 

an IP address here,  it is preferable to use a host name instead.  

If you are using custom TCP port for HTTP/HTTPS connection (i.e. non 

80 or 443), yo u need to append the custom port number to the [Host 
Name] field.  

e.g. backup.yourcompany.com:8080  

If you are not using custom TCP port, open a browser on the backup 
server and type in the value of [Host N ame] a s an URL and check if you 

get the backup server homepage. If you are not able to connect to the 
webpage, please try until you can reach it and put this value in the 

[Host Name] field.  

4.  Set the [User Homes] directory.  

[User Homes] refers to directories where  AhsayOBS stores the backup 

files and backup log for all its users. You should set [User Homes] to 
directories where there are lots of free spaces.  

5.  Set your SMTP Server . 

Enter a resolvable hostname (or an IP address) of  your SMTP server into 
the [SMTP Serv er] text field.  There is a test button at the end of each 

SMTP settings to test the connection. The testing result will be displayed 
next to the test button.  

If your SMTP server is not running on standard SMTP ports (i.e. port 25), 
you can append your cus tom port number to your SMTP server address 
to use this server e.g. mail.your -company.com:8025 . 

backup.yourcompany.com:8080
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You are only required  to enter the [Login Name] and [Password] if your 
SMTP server en qui res user authentication when sending emails.   

Note:  

SMTP server with Tra nsport Layer Security (TLS) is not supported.  

6.  Press the [Update] button.  

7.  Enter your license key (You can skip this step if you are evaluating this 

software).  There is a connection test button underneath the license field 
entry box to test the connection t o our license server. The testing result 
will be displayed next to the test button.  

Enter the licensing information printed on [End User License Agreement] 
printout into the text field provided in the [Manage System] -> 

[Software License] panel. Please not e that both [Licensee Name] and 
[License Key] are case sensitive.  

Note:  

By default AhsayOBS service listens to port 80 for http and port 443 for 
https. Please make sure your servers firewall is configure d to allow  

incoming  access via  these ports.  

Add Backu p User  
 

You need to add backup user to the system before you can start backing up 
data to AhsayOBS. To add a backup user to the system, please do the 

followings:  

1.  Click the [Manage User] link available at the top menu and choose [Add 
user].  

2.  Enter the user i nformation for the new user account into the form 
provided.  
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Key  Description  

Login Name  Login Name of the new account.  
 

Password  Password of the new account.  
 

Alias  Another name of the new accoun t.  

 

Time zone  Time zone of the new account  

 

Language  Preferred language for email report of the new 

account.  
 

Backup Client  Choose AhsayOBM client or AhsayACB client.  
 

Advertise Group  Choose  whether advertisements are displayed at the 
bottom of the Ah say OBM/AhsayACB client  

 

Type  Trial User ï Account of this type will be deleted from 

the system after an inactivity period of 30 days by 
default.  
 

Paid User ï Account of this type will stay within the 
system until  it is removed form the system by 

administr ator.  
 

Email  Email address of the new account.  
 

Welcome email  Check this option to send a welcome email to the 
user.  
 

User Home  The top directory where the software stores backup 
files and all other information for the new account.  
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Backup Quota  Backup  Quota of the new account.  

 

Bandwidth  Bandwidth throttling for this user account.  

 

Add -on modules  Add -on modules for this user account.  

 

3.  Press the [Add] button to create the user.  

4.  The account is now ready.  

Login and Run Backup  

1.  Point your browser to http ://<your -obs -server>/ . 

2.  Click the [User Login] link at the top.  

3.  Login with the login name and password you have created in previous 

section.  

4.  Follow the [Quick Start] information available in the User ôs Guide to 
install the AhsayOBM  or AhsayACB  onto users co mputer to start backing 

up data.  
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3 Best Practices and Recommendations 

This chapter lists out all best practices and recommendations which you 
should consider before deploying AhsayOBS to a production environment.  

3.1 AhsayOBS Hardware Requirements 

AhsayOBS shoul d be installed on a  machine supporting  64 bit multiple CPU  
and multiple cores . A 64  bit Operating System  will allow AhsayOBS to run  

on a 64 bit Java JRE  platform , as 64 bit Java  is capable of  support ing  larger  
Java heap size setting s. This type of configur ation will provide  sufficient 
capacity for future business expansion , to meet the needs of exisiting 

customers , and to support new AhsayOBS server features.  
 

A more powerful machine will also reduce the need for frequent hardware 
upgrades, which will requ ire service down time for data migration.  

 

It is a good idea to ensure your AhsayOBS server is equipped with some 
redundancy features, i.e power supply, network card, and  is connect it to a  

UPS (Uninterupterable Power Supply) .  
 

3.2 AhsayOBS Server Configuration 

One of the most important factors in determining b ackup and restore 
performance is the disk performance  of your AhsayOBS server .  Poor 
backup and restore performance can be attributed to:  

 

i.  The u se of network drives for  AhsayOBS system and user homes.   

ii.  The use of a single large disk or volume for multiple AhsayOBS user 
homes  

iii.  Inadequate balancing of the disk I/O across multiple physical drives  

 
To improve performance of  your AhsayOBS server, you should consider 

using:  
 

i.  A separate drive dedicated for your O /S installation  
ii.  A separate local dedicated for your AhsayOBS installation home  
iii.  A separate local drive for each individual AhsayOBS user home  

iv.  A separate local drive for AhsayOBS system home  
v.  Distribute user accounts across multiple user homes to balance the  

I/O load  
vi.  Your AhsayOBS service should be running on a dedicated machine  

 

I t is not recommended to use the  O/S partition or drive as the 
AhsayOBS system  or user  home. If the O/S partition runs out of 
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space , this will cause your O/S to become unstable and m ay even 
crash your AhsayOBS server.   

 

3.3 AhsayOBS Java Heap Size Setting 

Due to features such as CRC checking, delta merging, support for image, 
Hyper -V, VMware backupsets AhsayOBS v6 may require more Java memory  
Although, there is no exact forumula for calcu lating the correct Java heap 

size setting for any given AhsayOBS server. In general a  maximum  Java 
heap size  ( -Xmx)  setting o f at least 2048M is recommended, assuming 

AhsayOBS is running on a 64 bit Operating System.  
 
When setting the maximum Java heap siz e for AhsayOBS please ensure this 

value does not exceed 50% of the RAM on the server, to allow sufficient 
memory for O/S processes and operations.  

 
It is not recommended to set  excessively  high values for the 
maximum Java heap size, as this could result i n AhsayOBS 

performance issues during internal Java  VM  garbage collection or 
memory recycling  routines .  

 

3.4 How many concurrent connections on AhsayOBS are 
allowed? 

This is a common question and t here is no exact formula for calculating the 
maximum number of user accounts or the number of concurrent connection 

on any AhsayOBS server. As it is dependent on many factors such as but 
not limited to:  

 

i.  AhsayOBS server hardware  
ii.  The composition or mix of users accounts, i.e. AhsayOBM or 

AhsayACB users   
iii.  The number o f backupsets per a user account  
iv.  The type of backupsets per user account  

v.  The backup behavior of each user   
vi.  The number of concurrent backup jobs  

vii.  The disk I/O on the AhsayOBS  
viii.  Network bandwidth  

 

Also, AhsayOBM/AhsayACB v6 clients are enhanced to utilize multi ple 
threads for backup and restore. It is recommended  to keep the  

maximum number of concurrent backup jobs on the OBS to 1000 , to 
avoid potential performance problems.  
 

Note:  
When the number of concurrent connection increase, the performance 

on the AhsayO BS may be turn down. To increase the performance, we 
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would recommend modifying the maxThreads value in the 
%OBS_HOME% \ conf \ server.xml in the AhsayOBS.  

 
If you want to support multiple concurrent connection s more than 100, 

you can configure the maxThread s value base d on the following formula  
 

maxThread s = Y x 3  
 
(Y= the number of concurrent connections)  

 
Otherwise you are not required to modify the maxThread s value.  

 
For example, the number of concurrent connection is 150, the 
suggested value of the maxT hread s is 450 .  

 
(Assuming the network environment between the AhsayOBS and 

AhsayOBM/AhsayACB is good, and AhsayOBS home on loca l hard disk 
with good disk I/O.)  
 

 
 

3.5 AhsayOBS QPS Settings 

To ensure user accounts are evenly distributed across your user home 
drives. It is recommended you configure your QPS settings, this can be 

under via your AhsayOBS web console under [ Manage System ] -> [ Server 
Configuration ] -> [ Auto User Home Allocation ]. The QPS settings for each 

user home drives should not be set to ñunlimitedò or ñNot Usedò.   
 

For AhsayOBS servers with multiple user homes, you should consider a QPS 

setting of 50% to 70% for each user home drive. This will prevent user 
accounts being concentrated onto one drive, which may cause the drive to 

run out of dis k space very easily. This could result in data corruption on the 
affected user home(s).   

 

Also, an even distribution of user accounts across your AhsayOBS user 
homes will improve backup performance, by spreading the disk I/O load.  

 
 

3.6 Use a Static IP Address 

The use of dynamic IP addresses for AhsayOBS domain names may result 
in an unstable backup service whenever the IP address re -cycles.  

 
A static IP address will ensure  the remote IP address sent by AhsayOBS to 
the Ahsay license server  will remain the sam e during daily routine license 

checks. This will avoid potential license errors, i.e. 1011 or 1012 license 
error s which could result of the automatic shutdown of your AhsayOBS 

service.  
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It is strongly recommended to use a static IP address for your 

AhsayOB S server to ensure a stable and reliable backup service.  
 

3.7 Scheduling of Backup Jobs on AhsayOBS 

To improve overall backup performance we recommend that scheduled 
backup jobs (by default starts at 09:00pm) should not be confined to a few 

start times.  
 

The start times of scheduled backup jobs should be evenly distributed 
throughout the day to avoid potential performance bottlenecks  on your 
AhsayOBS server.  

 

3.8 Enable Replication on AhsayOBS 

To ensure you have a backup of your AhsayOBS server in the event of any  
hardware issues. We recommend enabling replication on your AhsayOBS 
server to a separate AhsayRPS server.  

 

3.9 AhsayOBS Server Scaling 

To cope with business and or data growth, instead of upgrading to new 
hardware to support additional users and data , which  could  involve a 
lengthy data migration  process.  

 
Your backup service capacity can be upgraded  using  an AhsayRDR solution. 

The advantage of using AhsayRDR is it allow s you to expand your backup 
service easily by adding new AhsayOBS servers to the current set up with 
minimal interruption to your backup service.  

 
 

3.10 Anti-Virus Software on AhsayOBS  

If you have anti - virus software installed on your AhsayOBS server, 
please make sure the user home and  system home drives are excluded 

from scanning, as this may interfe re with normal AhsayOBS operation.  
 

3.11 Enable CRC Checking 

It is strongly recommended the CRC checking on AhsayOBS is enabled 
to ensure the integrity of the backup files.  
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3.12 Running AhsayOBS as a non-root user 

If you are running AhsayOBS on Linux, you are advi sed to run the 

AhsayOBS service as non - root user. (AhsayOBS service is run under 
root by default). This minimizes the impact of damages that could be 

done on the system in case the system has been compromised by 
hackers.  

 

3.13 Expose only TCP port 80 and 443 to the public 

It is recommended to expose only TCP port 80 and 443 to the public on 

your firewall. Please consult the userôs manual of your firewall for more 
information on how to do so.  

 

3.14 Restricting Access on Administration Panel 

For security  reasons, we wo uld  recommend  that  the  Administration 
Panel of AhsayOBS/AhsayRPS must be hidden from public access, i.e. it  

should be exposed to  local area network  only , or you may restrict a 
range of IP  addresses  to access your AhsayOBS/AhsayRPS management 

console. For f urther information, you can follow our instructions in  the 
following chapter  ñRestricting access to system page by IP address ò.   

 

3.15 System Resources 

Extra system resources may required for the following backup set t ypes:  

· Windows System Backup  
· Windows 2008 System State  
· Shadow Protect  

· Microsoft Exchange  
· Microsoft SQL Server  

· Oracle Database  
· Lotus Domino Server  
· VMware ESX/ESXi  

· VMware Server  
· Microsoft Hyper V  

 
In most cases, the file size of a single file in these backup set types are 

large, therefore extra system resources (such as memory and disk 
space) are required for using the delta merging feature. For user homes 
containing backupsets with delta merge enabled. It is recommended to 

maintain at least 30% to 40% free di sk space.  
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3.16 AhsayOBS File System Tuning  

In order to ensure optimal performance from an AhsayOBS server file 

system, please ensure that you:  

1. Use local drives instead of network drives, i.e. iSCSi, NFS, SAMBA etc   

2. Tune your file system. For example, f or NTFS, run the followings:  

fsutil behavior set disable8dot3 1  

fsutil behavior set mftzone 2  

fsutil behavior set disablelastaccess 1  

fsutil behavior set memoryusage 2  

3. Turn off drive indexing [ on MS Windows O/S  this is used for faster 

searching] feature  for each system and user home drive (s) . 

4. For Linux/Unix mount points  consider mounting them using ñnoatimeò.  

 

3.17 Network Load Balancing Configuration 

For AhsayOBS servers which are configured  with network load balancing, 

i.e. a dual WAN router or Round Rob in routing. A  static route should be 
configured for your AhsayOBS server  connection to the Ahsay license 

server ( lic.ahsay.com ).  This will ensure  the remote IP address sent by 
AhsayOBS to the Ahsay license server  will remain the same during daily 
routine l icense checks. This will avoid potential license errors, i.e. 1011 

or 1012 license error s which could result of the automatic shutdown of 
your AhsayOBS service.  

 

3.18 AhsayOBS Reseller Panel and AhsayRDR 

If the Reseller Panel feature is enabled on your AhsayOBS  server and 

you plan to configure AhsayOBS as part of an AhsayRDR setup both 
AhsayOBS and AhsayRDR must be on v6.7.0.0 or above.  For backup 

users accounts created by resellers, AhsayOBM/AhsayACB v6.7.0.0 or 
above clients are only supported.  

 

 

3.19 AhsayOBS Service on AhsayUBS Server with ZFS 

For AhsayOBS service which are running on an AhsayUBS (v2.3.0.0 or 

above) server and is configured with ZFS volume (s) . It is strongly 
recommended to install at least 4 GB RAM, as ZFS volumes require 

relatively large amount o f memory to run. The amount of memory 
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required is dependent on the size of the ZFS volume and the amount of 
I/O activity.  

 

3.20 AhsayOBS and AhsayRDR with Wild Card SSL 
Certificates 

For AhsayRDR servers installed with a wild card SSL certificate, all 
member Ah sayOBS servers belonging to this setup must be installed 

with the same wild card SSL certificate. Otherwise AhsayRDR will not be 
able to connect to any member AhsayOBS server installed with a 

different wild card SSL certificate via https.  
 

3.21 Maximum Number of Backup Sets for a Backup User 
Account 

Although there are no restrictions on the maximum number of backup 
sets that can be created on a backup user account. For administration 

purposes it is recommende d that each backup user account  have no 
more than 10 b ackup sets.  
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4 Server Configuration 

This chapter describes how you can use the [Manage System] -> [Server 
Configuration] page (shown below) to manage the configuration of your 
backup server.  
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Key  Description  

Login 

Name/Passwor d 

Username and password of the system account.  

 
 

Host Name  A resolvable hostname of this server (e.g. 
backup.your -company.com). Although you can supply 
an IP address here, it is prefe rable to use a host name 

instea d.  
 

System Home  The directory where Ahsa yOBS stores its system 
information. The default directory for [System Home] is 

%OBSR_HOME% \ system. Normally, you do not need 
to modify the value of this setting unless you want to 
store this information elsewhere.  

 

Policy Home  The directory where AhsayOBS  stores its system user 

and group policy information. The default directory for 
[Policy Home] is %OBSR_HOME% \ system \ policy. 

Normally you do not need to modify the value of this 
setting unless you want to store this information 
elsewhere.  

 

User  Homes  The d irectories where AhsayOBS store  the backup files 

and backup log for all its users. You should set [User 
Homes ] to partition where there is  lots of free space.  

 

Single Level Access  It determines whether system user has been restricted 

access to own created  system users and backup users.  
 

Auto Lock User  The backup user will be locked automatically after 3 
consecutive invalid login attempts via Ahsay OBS web 
console, Redirector web console and backup client 

console.   
 

SMTP Server  The SMTP server that AhsayO BS will use to deliver its 
email reports.  

 

Report Sender  The name of email address that will be used as a 

sender for all outgoing emails.  
 

Administrative 
Contact  

The name(s) and email address  (es) of the system 
administrator. System reports (e.g. Daily U sage Report 
and Daily Error Report) will be delivered to these 

mailboxes.  
 

Language of 
System Reports  

The language which will be used in all system reports.  
 

 

Use Proxy  Whether to use proxy to access the internet.  
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Type  The type of proxy to be used (HTT P / SOCKS).  

 

Proxy Host/Port  Proxy server host and port number.  

 
 

Proxy 
Username/Password  

Proxy user name and password if user authentication is 
used.  
 

Use Windows Active 
Directory (AD) 

Authentication  

Whether to use Windows Active Directory 
Authenticati on.  

 
 

Domain Name  The domain name to be used for AD authentication.  
 

Domain Controller 
IP 

The IP address of the domain controller.  
 

 

Remove AhsayOBS 

account  

Whether to delete AhsayOBS user account when AD 

user account is disabled/deleted.  
 

Use 
Redirect ory(RDR)  

Whether to use redirector.  
 
 

Protocol  The type of protocol to be used (HTTP/HTTPS)  
 

Hostname/Port  Redirector host and port number.  
 

Login 
Name/Password  

System username and password for the redirector.  
 

 

Administrator 

Hostname  

The host name/IP address that backup users created 

by administrator will be used to contact this server via 
redirector (e.g. redirector.company.com)  
 

Use Windows Event 
Log 

When this option is enabled, this backup server writes 
the system log message to Windows Event Log. This 

feature is only valid in Windows platform.  
 

Language Setting s It determines whether different language s are enabled.  
 

Feature Setting s It determines whether the [HELP], restore link and 
install link should be available to users.  

 

Permission updated  

files  

It determines whether the existing files are copied to 

retention area before updating the permission settings.  
 

Moved Files  It determines whether the  existing files are copied to 
retention are before updating the file paths.  
 

Auto User Home Maximum QP S Ratio can be changed.  
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Alloca tion   

 

Welcome Email  It determines if welcome email will be sent to new 

users and other options on welcome emails.  
 

Enable Free Trial 
Registration  

Whether to enable free trial user registration.  
 
 

Backup Quota  The defau lt backup quota of trial users  
 

Add -on Modules  The default modules available to trial users  
 

Remove User  Whether to remove trial users and the length of trial 
period.  

 

Configuration 

Recovery  

System settings, policies and user profiles of a 

preferable da te can be recovered.  
 

Date  Dates of configuration can be recovered. At most 30 
copies of configuration will be archived.  

 

Path  Destination of recovered configuration.  
 

Mode  Mode of configuration recovery. If "Auto" is selected 
and OBS user home is empty , the configuration 

including system settings, policies and user profiles will 
be decrypted and downloaded to their original 

locations. If "Manual" is selected, the configuration will 
be decrypted and downloaded to destination path.  
 

Refresh  Reload archiv al dates  
 

Restore  Download configuration to the destination path and 
perform configuration recovery in either "Auto" or 

"Manual" mode.  
 

 
 

4.1 User Languages Setting 

The language of the web interf ace can be easily changed to an other language 
by:  

1.  Click the [Se lect Language] link available on the top right hand 
corner of the web interface.  

2.  Select the language of your choice.  

3.  All text messages from the original window are now displayed in the 
language you have just selected (see example below).  
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The languages currently supported by AhsayOBS are listed in Appendix A. 

You can limi t  the list of language s available to users by using th e [Manage 
System] -> [Server Configuration] -> [Language Setting] options.  
 

If you uncheck all checkboxes for all languages available in [Manage System] 
-> [Server Configuration] -> [Language Setting], the [Select Language] will 

no longer be available on t he top right hand corner of the web interface (you 
need to refresh the top menu bar to see the change). Users will not be able 
to change the language of the web interface.  
















































































































































































































































































































































































































































































































































































