AHITT]™

Ahsay Offsite Backup Server

v6

Admini str a
Guide

Ahsay Systems
Corporation Limited

5June 2015



A H Ahsay Offsite Backup Server
Admini str a

Ahsay Offsite Backup Server

Admi ni stratordés Gui de

Copyright Notice

© 2015 Ahsay S ystems Corporation Limited . All rights reserved.

The use and copying of this product is subject to a license agreement. Any other use is prohibited. No part of

this publication may be reproduced, transmitted, transcribed, stored in a retrieval system or translated into

any language in  any form by any means without priori written consent of Ahsay Systems Corporation Limited
Information in this manual is subject to change without notice and does not represent a commitment on the

part of the vendor, Ahsay Systems Corporation Limited does not warrant that this document is error free. If
you find any errors in this document, please report to Ahsay Systems Corporation Limited in writing.

This product includes software developed by the Apache Software Foundation ( http://www.apache.org/ ).

Trademarks

Ahsay, Ahsay Online Backup Suite, Ahsay Offsite Backup Server, Ah say Online Backup Manager, Ahsay A -Click
Backup, Ahsay Replication Server, Ahsay BackupBox Firmware, Ahsay Universal Backup System, Ahsay NAS
Client Utility are trademarks of Ahsay Systems Corporation Limited.

Microsoft, Windows, Microsoft Exchange Server and Microsoft SQL Server are registered trademarks of
Microsoft Corporation.

Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks of
their respective owners.

Oracle, Oracle 8i, Oracle 9i, Oracle 10g, O racle 11g are registered trademarks of Oracle Corporation.
Lotus, Domino, Notes are registered trademark of IBM Corporation.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo and JBoss are registered trademarks of Red Hat, Inc.
www.redhat.com in the U.S. and other countries. Linux is a registered trademark of Linus Torvalds.

Apple and Mac OS X are registered trademarks of Apple Computer, Inc.

All other product names are registered trademarks of their respective owners.
Disclaimer

Ahsay Systems Corporation Limited will not have or accept any liability, obligation or responsibility whatsoever

for any loss, destruction or damage (including without limitation consequential loss, destruction or damage)

howev er arising from or in respect of any use or misuse of reliance on this document. By reading and following

the instructions in this document, you agree to accept unconditionally the terms of this Disclaimer and as they

may be revised and/or amended from tim e to time by Ahsay Systems Corporation Limited without prior notice
to you.

Ahsay Systems Corporation Limited V6.25.1


http://www.apache.org/

AH

™

Ahsay Offsite Backup Server

Admini str a

Revision History

Date Descriptions Type of modification
08 Apr 2011 First revision for AhsayOBS v6.3 Release New
26 Feb 2014 12.1 About Group Policy Modified
12.5.1 Manage Policy Group Modified
12.5.6 Exclude File Size Over Policy New
12.5.7 Exclude Network Share Policy New
25.9 Getting User Information Modified
25.40 List Policy Groups Modified
28 Feb 2014 25.13 Get Backup Set Modified
24 Jun 2014 1.3 System Requirements Modified
5.3 Evaluation Expiry and Free Edition Modified
11.1 Create Backup User Modified
17.5 AutoUpdate Limitations Modified
17.7 Enable AutoUpdate on AhsayUBS Modified
26 Further Inform  ation Modified
08 Aug 2014 25.6 Modifying User Profile Typo
12 Aug 2014 25.13 Get Backup Set Modified
07 Oct 2014 20.3 Import pfx certificate into Java Modified
keystore
Appendix G Applying SSL certificate(pfx) New
to the Java keystore with OpenSSL
27 Oct 2014 10.8 Reseller Web SSL Certificate Typo
Installation
24.1 Listening to non  -standard TCP/IP Typo
Port
24.2 Listening to a single IP address Typo
12 Dec 2014 24.3 Restricting access to system page Typo
by IP address
Copyright Notice Modifie d
20.1 Installing a trusted SSL certificate Modified
26 Mar 2015 1.2 Definitions, Acronyms and Modified
Abbreviation
5.1 Licensee Name and License Key Modified
30 Mar 2015 25.13 Get Backup Set Modified

Ahsay Systems Corporation Limited

V6.25.1




A H Ahsay Offsite Backup Server
Admini str a

Table of Contents

L OVBIVIBW....iiiiiiieeieiiiiii s sttt s e e e e e e e e e e e eeea s e e e e e e e e eeeeeeeeeeeestnnneeeeeeeeeeeeenesnnnnnnn 1
1.1 CONVENTIONS. ...ttt eeees bbbttt ettt e e e e e s snese e e et e aeeeeeaeaeeeeee e s s st aeaeaeeeas 1
1.2 Definitions, Acronyms and AbBreviation...............cccoeieiiiieeei i 1
1.3  System ReqUIrEMENTS.........oooiiiiiiiiiiiicmme et err e e e e e e e e e e eeeen 3

Y O ¥ [Tt Q] = ¢ P R 4
2 R 1= 11 o TS = = o S 4

3 Best Practices and ReCOMMENALIONS...........uiiiiiiiiiiieceiiiiieee e 9
3.1 AhsayOBS Hardware ReqUIr€MENLS.............uuuuvuruummmmreeeeeeieesninnnne e e s e e eeemennnns 9
3.2  AhsayOBS Server ConfiguratiQn.............ccccuuueeuiimmmrniiiiiiiieieee e eeeeeeeeeeeeees 9
3.3  AhsayOBS Java Heap Size Setting..........ccceeeeviiiiieeeie e eeme e 10
3.4  How many concurrent connections on AhsayOBS are allowed?.................. 10
3.5  AhsayOBS QPS SettiNgS........coeeiiiiiiiiiiiiieeee e 11
3.6 USE & StatiC IP AUAIESS......uuiiiiiiiiiiiiiiee ettt 11
3.7  Scheduling of Backup Jobs on AhsayQBS..........cccooooiiiiiiceciiicieeieee e 12
3.8  Enable Replication on AhSayOBS...........ccoooiiiiiiiiiccc e 12
3.9  AhsayOBS Server SCaliNg..........uuuuuuiiiiiiiisceeeiiiiis e s veeer s e e e e e aaes 12
3.10 Anti-Virus Software on ANSAYOBS.............uuiiiiiiiiiiieeeiiiiiie e 12
3.11 Enable CRC CheCKiNG.........ccoiiiiiiiiiieeeeee e 12
3.12 Running AhsSayOBS aS @ NDOOT USEEL...........uuuuuuuirirrieieiaaeinereeeeeerereeeeeeeeeesanas 13
3.13 Expose only TCP port 80 and 443 to the public............cccoeeiiiiieecivi, 13
3.14 Restricting Access on Administration Panel.............cccccooenns 13
3,15 SYSIEM RESOUICES. .. .iiitiiiiiiie ettt reeee ettt e e et e e e e e a e e eaa s enees 13
3.16 AhsayOBS File SyStem TUNING........uuuuueiiieiiiiiii et 14
3.17 Network Load Balancing Configuratian.................cceeeiiieeeiiiiiiiie e 14
3.18 AhsayOBS Reseller Panel and AhsayRDR...........ccccuvviiiiieemiiiiiiiiiieeeeeee 14
3.19 AhsayOBS Service on AhsayUBS Server with ZES................ooooiiieeeiiieennnn. 14
3.20 AhsayOBS and AhsayRDR with Wild Card SSL Certificates.............ccccc.... 15
3.21 Maximum Number of Backup Sets for a Backup User Account.................. 15

4 Server CONfIQUIATION.........ue ittt mmme e e e e 16
4.1 USEr Languages SetN.........uuuiiieiiie e e e eeeceeeiiiiee e s e e e e e eene e e e e e e e e e e e eaeaaannns 19
4.2  System Login Name/PassSWard.............oooioiiiimmmnniiieiiiieee e 21
4.3 HOSENGMIE....iie et e ettt e e e e e e e et e e e e e e st e 22
4.4  Sysem Home, Policy Home and User Home Directaries............ccc.vvvvvrieeenses 22
45  SiNGIE LEVEI ACCESS.......coeeeeeieeiiie e e et e e e e e e e e e eeaeen 23
4.6  Email SyStem Setting.........cooiiiiiiiiiiiieren e 23
O A (02 VRS Y= 1 1] o PP 24
4.8  Windows Active Directory (AD) Authentication Setting..............cccoevvvvieee.. 24
e T S o [ =Tox (] PSP PPPPRPPPPS 25
4.10 LanQUAQE SeTNG......coiiiiiiiiiiiitit e ees bbbt eeeebb bbb e e et e e e e e e e e e e 26
4,11 Features SettiNg......ccoiiiiiiiiiii e ieeee e ereee e 26
412 Permission Updated FIles.............uuuiiiiiiiiiieeeiiiiiiiiieeiceeeeee e 27
413 MOVEA FIlES.....coeeiiiee e e 28
4.14 Auto User Home AllOCAtION........ccoiiiieeeieiiieeeieeee e mmme e eeeeaenees 28
415 Welcome EMAIL.......cooiiiiiiiiiiiiiie e 28
4.16 Free Trial SEttNG........ooiiiiiiiiiie e e e ereae bbb e e e e e e e e e e e e e e 28
4.17 Use WINAOWS EVENE LOG......ccoviiiiieiiiiiie et s 29
4.18 CoNfIQUration RECOVELY.......uuuuiiiiiiiiiiiiiieeeeeeieeeee et e e e e e e e e e e e e rmmme e e e e e 30

[Ahsay Systems Corporation Limited [



A H Ahsay Offsite Backup Server
Admini str a

N Tt Y (| o PP PRPUSPPPRRPPP 31
4.18.2 AhsayOBS Configuration Fil@S...........ccuiiiiiiiiiiiiiene e 31
4.18.3 Configuration Archival File LImitS.........c..cccoeeeeiiiiiiiieee e 32
4.18.4 Configuration Archival Storage Retention...............oooooeiieene s 33
4.18.5 BaCKUP PrOCESS......ccciiiiiiieeeiiiiiimmme ettt es e an e e e e e aaaae s 33
4.18.6 Restoring Configuration Files.............coiiiiiiiieem e 36
SOMWAIE LICENSE. ... uiiiiiiiiiiiiiiie ettt ettt e st e e e e e e e e e e s s s e nnne e e e e 38
5.1 Licensee Name and LICENSE KBY.........ccoiiuuuiiiiiimmmiiiiiiiiiie e eeer e 41
5.2  Automatic License Renewal............cccoooviiiiiienn e eneciiiiieeeeesevvvnneenn 41
5.3  Evaluation Expiry and Free Edition...............ceevvvviiiieemiiiiiiiiiiiiieeeeeeeeeeiieen A2
5.4  Offline LicenSe ACHVALION.........cceeeiiiiiiiiiieeee e e e e 44
5.5 License Management POrtal.............ooooiiiiiiiioenn e 46
Managing ROULINE JAD...........oooiiiiiieeee e 47
6.1  BaCKUP REPOIL.....ccciiiiiiiiiiiiiiii et e e e e e e e e e nmmme e 4O
6.2  Online ReStOre REPOIL.......ccoiiiiiiiiiiiiieeee e A9
6.3  Setting Change REPOIL..........cccciiiiiiiiiiieerriiiiireeeee e eeerrrneeeeeeeeeee e A
6.4  Missed Backup REPOLL......cccoiiiiieeiiiiiiieeeeee e 50
6.5  INACLVE USEI REPDL... ...ttt eee e eeee e e e e e e e e e eeeeeas 50
6.6  Off-line Backup REMINAEr..........oooiiiiiiiiee e 50
6.7  Backup Quota REMINGEL..........ccciiiiiiiiiiieee e 50
6.8  Trial USer REMINUEL........coiiiiiiiiiiiiietieee ittt e e e e et e e e e e e aaaaaeeaeeeas 51
6.9  USAQE REPOIL... .ot eeee ettt e 51
L0 O B (o g = U= 0T o PRSPPI 51
6.11 Replication Error REPOIL......ccoiiiiiiiiiiiitieee it eeesse e e e eeeas 52
6.12 Inactive User REMOVAL..........cccuuuiiiiiiiiieeeiiiiiiiiieeeee e a e e e e e 52
6.13  Retention PONCY.......ccooi i e 52
6.14 RebUild USEr STOrage........ccovvviiiiiiiiiii i e e errnee e e e e e e e e aaaeeeees 53
6.15 System LOg REMOVAL.........cooviiiiiiiiiiii e 53
6.16 Debug LOg REMOVAL.........uuuiiiiiii et eeee e e 54
6.17 Cyclic Redundancy Check (CRC) Checking............ccccuuiiiiimemniiiiiiiiiiiieeeee 54
6.18 Configuration ArChival............cccoooiiiiiii et 55
Managing RePICALION...........uuuiiiiiiiiiii et 56
Managing Other OPtiONS...........oooiiiiiiiieeee e e e e e e e aas 57
8.1 In-File Delta Settings for all AhSAYACB USELS..........ccooviiiiiieeee e 58
8.2 BIOCK SIZ.ooiiiiiiiiiieie e 58
S T0C T Y/ 110110 10T 0 0T SO 59
o A B 1= = 1Y =T (o = PRSP 59
8.5  IN-File DEltA TYPE....eeeeieeiiiiiieieee et 60
8.6  Upload FUll File.......cooee e e e e mmme e 60
S A Vo [0 ] (010 o L TP PP PP PP PP RPPPPPP 61
8.8  AUVEIISEMENTS.....oi ittt eeeneee ] 62
Managing SYStemM DIAgNOSIS. .......uuuuiriiiiiiiiiiieeeiiiiiieeieeeaeee e e e e e e e e e e e e e 65
10 Manage System User (Reseller Panel)...........cccoooviviciiiiieiiceieeeeeeeeveeeenn | 68
10.1 My Profile / Edit SYStem USEI.........cciiiiiiiiiiiiieeeeiiiiiiieeee e eeerseeeeeeeeesd 69
10.2  SIMTP SetINGS. . .uiieiiiiiiiii ettt e et e e e e e mmme e e e e eeaaa e e eeeeessmmmeesees 712
10.3  CUSIOMIZE INLEITACE. ... eueeeiiiee e reee e e e e e e e e e e e e e eeeeeeannnee 72
10.3.1 Customize Reseller REPOILS.......coovuviiiiiiiiiiiemceee e emme e 75
10.4  Add SYSIEM USEL....coiiiiiiiiiiieieee e eeees 76
10.5 List/ RemMOVE SYStEM USEL.......cciviiiiiiiiiiieiemceeiiie e e e et e e s e enmeeeeta e e e aenes 7
10.6 Recovering a System User/Nadmin Password.................uuuveeeniccnereeeeeennnnns 78

[Ahsay Systems Corporation Limited ii



A H Ahsay Offsite Backup Server
Admini str a

10.7 Reseller Backp User Account ReStriCONS.........uuueeiiiiieeeeicceeiciiiee e eee e, 79
10.8 Reseller Web SSL Certificate Installation...............cccooeemmni i 80
10.9  AULO UPALE......cii i eeiieeeeeeeeee et smme e snnnne 81
10.10  Change OWNEISNIP......coiiiiiiiiiee e 82
10.10.1  Migrating users from administrator to reseller.............cccceeeeivicennnnnns 83
10.102 Matched NOSE traNSTEI.........uviiiiiiee e e 85
10.10.3  Mismatched host transfer..........cccviiiiiiiiieee e 85
10.10.4  Reminder @mall...........uuuuuiiiiiiiiiiiiiii e 89
10.10.5 Suggestions and Best PractiCe...............uvuuueiiiccreeeeeiiiiiiiiineeeeeeeeeeans 90
10.10.6  COMMON EITON MESSAGES ... .ceeerruunaererernimmmrennnaaeeeeernnnaaaeeeesimmmeessnnnnns 91
11 Managing BacKup USEIS.......ccooiiiiiiiiiiiiieieeee e mmme e 93
11.1 Create BaCKUP USEL.........ooiiiiiiiiitieees st eeeeis e e e e e e e eeeean a3
11.2 List/ Remove Backup USEL...........ouuiiiiiiiiiimeeeieeiiiisss s emnman e 95
113 Broadcast messages to backup USELS..........cccvuiiiiimemiiiiiiiiiiiiiieeee e 96
11.4 Managing USer Profile.............ccoiiiiiii e eeeeeeeen e 97
11.5 Managing Backup Set.........ccoiiiiiiiiiiiiieeei s 101
11.6 Initiating Backup from AhSayOBS............coiiiiiiii e eeeee s 103
11.7 Browsing User Backup File............oooiiiiiiiiimieniiiee e 104
11.8 Reviewing Ugr Backup RePOLt......cccovviiiiiiiiiiiiiieeee e 105
11.9 Reviewing User Storage StatiStCS...........uuuurrriririimemiiiiiiiieiieeeeeeeeeeeeseeemeees 106
I O B £ = I o o PRSP 106
12 Group Policy ManagemeEnt..........cuuiiiiiiiiiiiiieeeeeee e 107
12.1  ADOUL GroUP POLICY.....uuieeiiiiiee et eeee e e e e e e e 107
12.2 Best Practices for using Group POIICY...........ooooiiiiiiiiimmen e 109
12.3 Group Policy Limitations and ReStrCtioNS...............uvvvvviiiccmeeeeiiiiiiieee s 110
12.3.1  LiSt POICY CONIOL.....ccoiiiiiiiiiiiiieiee e 111
A S U LT T (o 11 | o PRSP 113
D I £ £ R 113
12.4.2 ManNAge USEr GIOUP . ..cuuuiiiiiieeerieesirmmeataeeetteeeessseeessnsmanseeessneaeannnns 114
12.5 POHCY GIrOUR...cuitiiiiieiiiiiiiie ettt e e 120
12.5.1 Manage PoOliCY GrOUP......ccoeeiiiieeeieiiiieeieeee e eeeeeemmme e 120
12.5.2 Shared QUOtA POIICY........ccuuiiiiiiiiiiii et 122
12.5.3 Backup Set Setting POlICY...........coovimiiiiiiiimee e 124
12.5.4 Backup User Policy CONMIOL..........cviviiiiiiiiiiiieeeiiiieeeeeee e 127
12.5.5 Globd Filter POICY......ccccooiiiieiiiiiiieeeeeee e 130
12.5.6 Exclude File Size OVer PONCY.........cuuviiiiiiiiiiiiieeeen 131
12.5.7 Exclude Network Share POlICY............ccooviiiiiiiiieeee e 132
12.5.8 Shared Backup USer POlICY..........ccccuuuiiiiiiiimemniiiiiiiiiee e 132
12.5.9 System Users Policy Control.........ccoooviiiiiiiiiieeer e 134
13 Delta MergeTeChnOlOgY.........ccooiiiiiiiiiii e 136
IR 20 A 1 0T (1 Tox 1 o WP 136
13.2 Delta Merge POICY......couuuiiiiiiiiiii e 136
13.3  Delta MErge PrOCESS......ccuuuiiiiiiiiiii s ceeeie ettt e e e eaaa e e e eaeaes 136
13.4 Delta Merge QUEBUER........ccoiiii e 137
IR TR T N 1011 c= 11 0] 0 F PSR RPPPPPP 138
13.6 Delta Merge EXAmMPIES........uuuiiiiiiiiiiiiii et 140
14 ACCOUNT LOCKOUL ..ottt e e e e e e e e e e e ennne s 145
I R ©o ] 1 [ =i (o] o PSP PPPPPPRR 145
14.2 Account LOCKOUL RUIES..........ouuiiiiiiiii e 146
14.3  UNIOCKING ACCOUNTS.....coiiiiiiiiiiiiiititieees st eeeess bbb eeeeeeeaeeas 147

[Ahsay Systems Corporation Limited iii



A H Ahsay Offsite Backup Server
Admini str a

14.4 Account Lockout on AhsayOBS/AhsayRDR............cccccvvvviiiiiene e, 148
14.5 Account Lockout on AhsayOBM/ANSayACB..........ccoooiiiiiiiiiiicce s 149
14.6  Account LOCKOUL AUAITING......uvurreiiiiiieee e e e e ceesccs e e e veees e e e e e e e e e e 150
15 MuUltiple TRread SUPPOIL. .....uuiiiiiiiiiiiii ettt 151

16 Create a ARead Onl yo .aor..Non..Admi.nl3Bystem
17 AULOUPUALE. ...ttt e e ettt e e e e e e e e e e e e e e mnne e e 153
17.1  HOW IEWOIKS ..uiiiiiiiiiiiiiieeeee ettt mmee e n e e 153
17.2  USING AULOUPALE. .......uuuiiiiiiiiiiiiiii ettt e e e e e e e 154
17.3 Customizing AULOUMALE...........uuuriiiiiiie e s eeees e e e e e e e e 154
17.4 Forcing an extra AUtOUPALE.........coooiiiiiiiiiiii e 154
17.5 AutoUpdate Limitations..........ccooiiiiiiiiiiiiimmee et 154
17.6  AutoUpdate Changes..........coooiiiiiiiiiiiice e e e 155
17.6.1  AUributesS ChanQeS.......ccooiiiiiiiiiiiiieeee e e 155
17.6.2 Multiple AhsayOBM/AhsayACB Versions Selection................cccevvvveee. 155
17.6.3 Multiple HOSt SElECHION........cccceeeeiiiiieeeeeeeeee e 157
17.6.4 Backup User ACCOUNt SEIECHIOMN.......uuiiiiiiiiiiiiiii e 158
17.7 Enable AutoUpdate on AhSayURBS............ccooiiiiiiiiccceiiiccee e eeeeee s 160
18 Backup / Restore files using difie media.............cccooo i 161
18.1 Seed loading backules (IMPOIT)..........euuruiiiiiiiiee e eeeee s 161
18.2 Saving backup files to offne media (EXPOrt).........ccccuvrvriiiriiiiieeeiiiiiiiiieeeee 162
19 High Availability & Load-Balancing Configuration...............cccceevieeiieecininnnnnnnn. 163
20 Secure connection With ARSAYOBS............uiiiiiiiiiiiieee e 164
20.1 |Installing a trusted SSL certificate............cceevvviiiiieeeii e, 164
20.2 Renew a trusted SSL CertifiCate............oovviiiiiiiiimmmeiieeeeceeeiiiiiie s 169
20.3 Import pfx certificate into Java KeYSIOLE..............evvvvviiiimreeeeeiee e 170
20.4 Enforcing SSL to the web interface.........coooiiiiiiiieeceee 172
20.5 |Install code signing cert with the restorer applet.............cccoovviieeee 173
21 MoONItoring SYStem ACHIVITIES.......cooiiiiiiiii e e 178
21.1 ReVIEWING SYSIEM LOG......cuuiuiiiiiiiiiei e e e ceeerriiie e e s e e e e e e e e e e e e eeeera s s e e e e e e eaaaeeeees 178
21.2 ReVviewing BacKup LOG........uuuuiiiiiiiiiiiiiiieeeeeieieeeeeee e 179
21.3 Reviewing Restored File LOg......cccooeiiiiiiieiiiiiiieeeiece e 180
21.4 Reviewing Backup Error [0g..........uuuuiiiiiiiiiiiiieeeiiiieieeeeeeeee e 181
21.5 Reviewing Replication LOQ..........uuuuiiiiiiiii e eeeen e 182
21.6 Reviewing AdVertiSEMENT LOG ... ....uuuuurumiiiiiiiiiieeeiirireieieeeeeeeeeeeee e e s emmeeeeeeeens 183
22 Branding AhsayOBM & ANSAYACB........ccccooeiieiiiiiiieieeee e 184
P27 R OIS (o] 4= 1o o T =o ] - PSRRI 184
23 Branding ANSAYOBS..........ciiiiiii e 185
23.1  WEICOME PaAgE.. ..ttt ettt e e enne s 185
23.2 Different welcome pages for different domains...............ccooeviiiccciiini e, 185
23.3 Customizing the company logo displayed............cccoooiiiiiicce e 186
23.4 Customizing the Lookrad Feel of the web interface..............ccooovviiiieeeeen. 188
23.5 Customizing all text of the web interface..........cccvveeiiiiiccciiiiiee 189
23.6  Customizing emall FEPOIS........uuiiii i eeeer e e e 189
23.7 LoCaliziNng the SOMIWAIE..........uuiiiiiiiiiiiii e 190
24 Advanced ConfigUIation.............oooviiiiiiiiiceeee e ereer e e e e e e eenes 191
24.1 Listening to nonstandard TCP/IP PQIL...........coooiiiiiiiiiieeniiiveieeee e 191
24.2 Listening to a single IP address.........ccoovvuiiiiiiiieeee e eeeee e 192
24.3 Restricting access to system page by IPeskir..............oooiiiiie e 193
25 External APl REfEIENCES.........coooiiiiiiiiiiiieeee e 195
FZ S 0 R O V=T VT 195

[Ahsay Systems Corporation Limited iv



A H Ahsay Offsite Backup Server
Admi ni str at

25.2  LIMITALIONS. .. .uiiitiiiiiiiieiiiee ettt ettt e e e e e e e s e e e e e e e e e e e e s s nn e e 195
25.3 [P RESHICHONS. ...cciieeeeeeeieiiiii sttt errr s e e e e e e e e e e e e e e e e eneee e s 195
25.4  USEr AUTNOMIZATIOM .......uiiiiiiiiiiiiiiiece ettt ettt e e e e e e e s eemre e e e e e e e e e e e e e e e e e e ennane 198
25.5  AJAING USEIL .. .ot e e ettt e e e e e e e e e e e e e e s e as 200
25.6  Modifying USEr Profile.............uuuiiiiiiiii e eeeeie e 203
P T A B 1= [ 1] o T U = PRSP 209
25.8  LISHNG USEIS....uuiiiiiiiii ettt ettt e e emrnnnes 210
25.9  Getting User INfOrMALION...........ueiiiiiiiiiiiii e 213
25.10 Adding @ BacCKUP Sel........cccvviiiiiiiiiiiiireeere e ernme e e e e ea e 216
25.11 Deleting @ BacKup SeL.........cooiiiiiiiiiiiieeee e 218
25.12  Listing BaCKUP SelS.....ccoiiiiiiieiiiiieeeeeeeee e 220
25.13  Get BaCKUP SEel......cooiiiiiiiiieieeeee e s 222
25.14 Updating a Backup SeL......cccoooiiiiiiiiiiiiieeei e 229
25.15  Listing Backup JODBS........ccciiiiiiiiiiiie e 230
25.16  Listing Backup JOb Status............ouvuiiiiiiiiceeess e 232
25.17  Getting Backup JOD REPOLL.......ccvviiiiiiiiiiiiiee e 234
25.18 Getting Backup Job Report SUMMALY.............uvvvvieuiiimeeeeeeeniiiee e 237
25.19  Listing Backup FilES.........uuiiiiiiiiiiiiiiiiceeeieeeeeeee e 239
25.20 Getting User Storage StatiStiCS............coevvvvviiiiccrereeeeeciieiieee e e 242
25.21  LiStiNg USEIS STOMAQE. .....cciieeeieiiiiieiemmme et ee e 244
25.22 G LICENSE....cci e e i eeee et eeeea bbbt e e e e e e e e 247
25.23  Get Replication MOdE...........cooiiiiiiiiiiiieeee e 249
25.24  Send Forgot Password Email..............ooovviiviiimemeiiiiiccceeee s 250
25.25 Delete BaCkup File.......uuiiiiiiiiiiiii e 251
25.26  Add AAVEITISEMENL....ccciiiiiieeeii e e 253
25.27 LISt AQVEIMTISEMENTS ... .t i eeeieeee e e e ee e s 255
25.28  Modify AdVEIrtISEMENL........uiiiiiii e eeeei e 257
25.29  Delete AAVEItISEME. ..........covviiiiiiiiiiiieeeeeerr e e e e e e e e emmnssaa e e e e e e e e eeeeeees 259
ARG Yo [0 I Ao [ o 11 o PSP 260
25.31 LISt AUGIOUPS. ...ttt eeeei bbbttt et e e e e e e e e eeer e e et e e e e e e e e e e e e e e e e s e s s amnes 261
AT YA |V [ To 11 YA Ao (€] (0T o 262
25.33  Delete AQGIOURD.....cccuuiiiiiiiiiiie et eeeeiit ettt e e e e e e e s emr e e e e e e e e e e e e e e e e e e e 263
25.34  RUN BACKUP.......ooiiiiiiiii e e e e e e e e e e e e aeeee s 264
25.3  Get Backup JOD Progress.........oo e 266
25.36 Add USEI GIOUR....cevveitiiiiiiieie e e e e eeeetaiiee s s s e e e e e e e e e e e e e e aeeesaeeaaeaaaaeeaseeeenssannns 268
25.37  LISTUSEI GIOUPS ... uutttiiiiiiiiiiiiiia e eeeee ettt e e e e e e e e e e e e e 270
25.38  MOdify USEr GIOUP........ccceiiiiiiiiieiiiiieeme e e 272
25.39  Delete USEI GIOUP......uueeeiiiiiiiiiiiieeeeeeeteee et rmmme e 274
25.40 LISt POIICY GrOUPS. ... cciiiiiiiiii ettt e et e et s e e e e e et e e e e eeens 275
25.41  Add User Groups t0 POlICY GIOUR.........uuuuurimiiiiiiiieeniiiiiiiieeieeeeeeeeeeeeseemes 282
25.42  Delete User Group from Policy Group.........ccoeeeviiiiiiiiicceiiie e 283
25.43  List BaCKUP JOD MOOE.......cuuiiiiiiiiiiiiiiee et 284
25.44 LISt SYSEM USEIS....ciiiiiiii i ceeei et e et e e e e e eaaa e e e eaeans 286
25.45  AdItIONAl APIS.....coeeeiiiiiiiee e rrnr e e e 288
26 Further INfOrmation...........oooviiiiiii e e e e e 289
Y o] 0= o [ PP P PP PPUPPPPPPPPR 290
Appendix A Supported Language Code..........coovvviiiiiiiiiceen e 290
Appendix B Supported TimMe ZONE..........oooiiiiiiiiiiineer e eeere e 291
Appendix C Product DOCUMENALIONS............uuiiieiieiiimmeeiie e et e e eevemme e 293
Appendix D Error Coce 1011 and 1012.......ceiiiiiiiiiiiiiiiieeeeeeee e eeee 294

[Ahsay Systems Corporation Limited %



A H Ahsay Offsite Backup Server
Admini str a

Appendix E  How can | rebuild an AhsayOBS server from scratch..................... 296
Appendix F  How to start up AhsayRPS as AR&BS

Appendix G Applying SSL certificate(pfx) to the Java keystore with OpenSSL..299

[Ahsay Systems Corporation Limited Vi



™

Ahsay Offsite Backup Server

AH Admini str a

1 Overview

1.1 Conventions

Alist of n otation s that are used throughout th is document.

Convention Descriptions Example

Bold Important Information WARNING: You must
check the timestamp of
obrA.jar before
proceeding to step2.

Italic Folder Path or File Path /usr/local/obs/conf

1 Graphical Interface Elements [Manage Log]

%% Filepath in Windows format %0OBSR_HOME%

$ Filepath in Linux/Unix  /BSD $OBSR_HOME

format
italic Command mkdir /usr/local/obs

Notation that are used s

pecific ially for API section:

Convention Descriptions

<Text Inside angle Placeholder for which yo  u must supply a value.
brackets >

[Text inside square Optional items.

brackets]

{Text insides braces}

Set of required items; choose one.

Vertical bar (])

one.

Separator for mutually exclusive items; choose

Ellipsis

(é)

Items that can be repeated.

1.2 Definitions, Acronyms and Abbreviation

Term/Abbreviation Definition _

AhsayOBS AhsayE Offsite Backup Server
AhsayRPS AhsayE Replication Server
AhsayRDR AhsayE Redirector Server
AhsayOBM AhsayE Online Backup Manager
AhsayACB A h s ay EClick Backup

OBSR_HOME The install location of AhsayOBS & AhsayRPS.
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Windows
C:\Program Files \AhsayOBS and AhsayRPS

Linux/FreeBSD/Solaris
{usr/local/obs/

OBSR_HOME_BAK

The backup location of AhsayOBS & AhsayRPS. It is
used temporary during the install/lupgrade process.

Windows
C. \ Program Files \ AhsayOBS and AhsayRPS.bak \

Linux/FreeBSD/Solaris
/usr/local/obs.bak/

CONF_HOME

The directory to store AhsayOBS & AhsayRPS
configuration files

Windows
%0OBSR_HOME% \conf

Linux/FreeBSD/Solaris
$OBSR_HOME/conf

USER_HOMES

The directories where AhsayOBS and AhsayRPS store
the AhsayOBM & AhsayACB users accounts.

The default location is:
%0OBSR_HOME% \users

POLICY_HOME

The directory where AhsayOBS and AhsayRPS store
its system users and group policy information.

Windows
%0OBSR_HOME% \system \policy

Linux/FreeBSD/Solaris
$OBSR_HOME \ system \ policy

SYSTEM_HOME

The directory where AhsayOBS and AhsayRPS store
its system information.

Windows
%OBSR_HOME% \system \

Linux/FreeBSD/Solaris
$OBSR_HOME \ system \

WEBAPPS_HOME

Location of the webapps direct ory inside the
installation directory of AhsayOBS & AhsayRPS.
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Windows
%OBSR_HOME% \webapps.

Linux/FreeBSD/Solaris
$OBSR_HOME \webapps

WEBAPP_HOME_BAK

A backup of the webapps directory inside AhsayOBS
and AhsayRPS.

Windows
%OBSR_HOME% \webapps.bak

Linux/ FreeBSD/Solaris
$OBSR_HOME \ webapps.bak

RECEIVER_HOME

The location where the replicated data is stored for a
particular replication receiver.

JAVA_HOME

The location where JAVA is installed

1.3 System Requirements

Please refer to the FAQ: Ahsay Software Compatibility List (SCL) for version

6.3 or above (2323)

for system requirements of AhsayOBS V6 .

It is recommended to install AhsayOBS on server grade O/s and
hardware platform. However, for evaluation purposes installation on
Windows XP or Windows 7 platforms would be fine for testing.
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This chapter describes the minimum steps required to start using AhsayOBS.
Please consult the informa tion in the following chapters for a complete
reference to all features available in AhsayOBS.

2.1 Getting started

To setup your AhsayOBS, please do the followings:

Setup Your Backup Server

1. Point your browserto  http:// <your -obs-server >.
2. Login as AhsayOBS ad ministrator.

The default l ogin name and password
respectively.

) Ahsay Offsite Backup Server . = . :
o or Login | User Loain

© Switch to Ahsay™ Replication Server

@ Introduction

Understanding Ahsay Online Backup Suite
() Ahsay™ Offsite Backup Server (AhsayOBS)
is a server application which offers online backup
services to its users.

@Ahsay™  Online Backup  Manager
(AhsayOBM) is a ful-featured cient application
used to backup data to the AhsayOBS.

@ Ahsay™ A-Click Backup (AhsayACB) is a ite
client application for easy backup / recovery of fies
to / from the AhsayOBS.

() Ahsay™ Replication Server (AhsayRPS)
provides an offsite store for backed up data from
multiple AhsayOBSs.

<

© Getting Started with AhsayOBM
(O) Getting Started with AhsayACB

-

& Contact us v
Login Name : r
Password  :| 1
remember my login name
Troubleshooting:
SamSTAL O o\ ROCTIR I lence chesk t05ee o syt Gk 5 o Comkies . o wak Sorcety ¥ oo system clock s incorect.

names of softwares. After that, you can delete the
content of "RenameProcedure” to remove this ine.

Your Company Lago Your Cempany Logo

3. Set your hostname.
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Manage System | 12 ] | Mar |

[ "server Configuration | Rauting Job | Softuare Lisnse | Replaton Confia | Other Ootions | Sestem Dlaanoss

Q Ahsay™ Offsite Backup Server

B

> |

| () Switch to Ahsay™ Replication Server

@ Introduction Login Name 1| system ‘
Understanding Aisay Oniine Backup Stie Password A |
) Ahsay™ Offsite Backup Server (Ahsay0BS)is a Host Name +|obs.hackup.com !
server application which offers online backup services r
i e System Home 1 |Qisystem |
(@ Ansay™ Online Backup Manager (AhsayOBM) Policy Home + | Qisystemipolicy ‘
is & ful-featured client application used to backup data
tothe AhsayOBS. User Homes Po1|Qiuser |
(@Ahsay™ A-Click Backup (AhsayACB) is a lte New ‘
client application for easy backup / recovery of files to / :
from the AhsayOBS. Single Level Access : [ Limited system users and backup users access on current level and one below
OAhsay™  Replication  Server  (AhsayRPS)  puto Lock User : [ Lock backup user automatically after 3 invalid login attempts
provides an offsite store for backed up data from
muttiple AhsayOBSs.
SMTP Server H Host Name : Login Name Password
~ 1. smtp.backup.com |admin sessens |
(©) Getting Started with AhsayOBM v p P ‘ ‘
Hew | I | |
(0) Getting Started with AhsayACB ¥ Report Sender : Name EMail
|Backup Manager || report@backup.com
# Key Features v s d ‘ pore) P -
Administrator Contact H Name EMail _ _
€ Documentations v 1.|System Admin admin@backup.com ‘
§4 System Management ¥ L “
Language of System :| English "1
i Contact us v Reports
7 ™ :[HTTP ]
Edit [INSTALL_FOLDER] \ webapps \ROOT b\ e Ll | - 7
common js to customize your company logo and the Proxy Host Al ‘ Port :
names of softwares. After that, you can delete the C =
content of "RenameProcedure" to remove this fine. Praxv llsername ol It antinnal \ b
Your Company Logo Your Company Logo

Enter a resolvable hostname for your backup server (e.g. backup.your -
company.com) into the [Host Name] text field. Although you can supply
an IP address here, itis preferable to use a host name instead.

If you are using custom TCP port for HTTP/HTTPS connection (i.e. non
80 or 443), yo u need to append the custom port number to the [Host
Name] field.

e.g. backup.yourcompany.com:8080

If you are not using custom TCP port, open a browser on the backup
server and type in the value of [Host N ame] a s an URL and check if you
get the backup server homepage. If you are not able to connect to the
webpage, please try until you can reach it and put this value in the

[Host Name] field.

Set the [User Homes] directory.

[User Homes] refers to directories where AhsayOBS stores the backup
files and backup log for all its users. You should set [User Homes] to
directories where there are lots of free spaces.

Set your SMTP Server

Enter a resolvable hostname (or an IP address) of your SMTP server into
the [SMTP Serv er] text field.  There is a test button at the end of each
SMTP settings to test the connection. The testing result will be displayed

next to the test button.

If your SMTP server is not running on standard SMTP ports (i.e. port 25),
you can append your cus  tom port number to your SMTP server address
to use this server e.g. mail.your -company.com:8025
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You are only required to enter the [Login Name] and [Password] if your
SMTP server en quires user authentication when sending emails.

Note:
SMTP server with Tra nsport Layer Security (TLS) is not supported.
6. Press the [Update] button.

7. Enter your license key (You can skip this step if you are evaluating this
software). There is a connection test button underneath the license field
entry box to test the connection t o our license server. The testing result
will be displayed next to the test button.

Enter the licensing information printed on [End User License Agreement]

printout into the text field provided in the [Manage System] ->
[Software License] panel. Please not e that both [Licensee Name] and
[License Key] are case sensitive.

Note:

By default AhsayOBS service listens to port 80 for http and port 443 for
https. Please make sure your servers firewall is configure d to allow
incoming access via these ports.

Add Backu p User

You need to add backup user to the system before you can start backing up
data to AhsayOBS. To add a backup user to the system, please do the
followings:

1. Click the [Manage User] link available at the top menu and choose [Add
user].

2. Enter the user i nformation for the new user account into the form
provided.
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6 Ahsay 0 (o Server pmlianase System | Msnage Log | Manage User | Mansas Graup
<7 i | Add User | List User | Run Backup. Logout

N
[ (@ switeh to Ahsay™ Replication Server [l User settings

@ Introduction Login Narne, il ]

Understanding Ahsay Online Backup Suite Password b |

) Ahsay™ Offsite Backup Server (AhsayOBS) s a Alias : |

server application which offers online backup services

iots e 4 Timezone (om0 eKm v

(@Ahsay™ Online Backup Manager (AhsayOBM) Language +| English v:

is & full-featured client application used to backup data

e P Backup Client  :| AhsayOBM User v |

@Ahsay™ A-Click Backup (AhsayACB) is a lte Assigned ¢ (O Do not show any advertisement to this user

cliert application for easy backup /recavery of files to / Adgroups @® Only the following Adgroups:

from the AhsayOBS. e

efault Adgrou

@Ahsay™  Replication Server (AhsayRPS) L ——

provides an offstte store for backed up data from  Type :[Paid User | [ suspend paid user at[2008] - [10 |- [2_ | (vvrr-mm-o )

muttiple AhsayOBSs. ——

Email : ]
© Getting Started with AhsayOBM welcome email  : [ send welcome email to new users [Jinclude encrypted password in welcome email

Backup Settings

)
= A
«fa

(Q) Getting Started with AhsayACB . =
= User Home #| Use Auto User Home Allocation Settings v |

Where backup files for this user are to be stored on this server.

Please use the Manage System -> Server Configuration page to add ancther directory to the list above.

-«

# Key Features

To modify Auto User Home Allocation Settings, please use the Manage System -> Server Configuration page ->

I

#& Documentations

Options
54 System Management Bl Backup Quota :[500 Okbytes ©Ombytes O Gbytes
W8 Coriact i Pl Banduwidth <[ Unlimited | Bits/Second
Add-on Modules  : [7] &, yicrosoft Exchange Server M) % Microsoft SQL Server
£ MysQL Database Se
¥ Lotus Notes
! Volume Shadow Copy
Microsoft Exchange Mailbox |0 | (max: 50)
£ ahsayoBM JUM Royalty
& Delta Merge
@ Continuous Dats Protection (4 %R shadowprotect System Backup
Ecit (NSTALL_FOLDER] 1 webapps \ROOT Lo\ = %
common js to customize your company logo and the BB wicrosoft windaws System Backup 4
names of softwares. After that, you can delete the -Aﬂd m
content of "RenameProcedure” to remove this line. - - »
Vour Campany Logo Vour Company Logo

Key Description

Login Name Login Name of the new account.

Password Password of the new account.

Alias Another name of the new accoun t.

Time zone Time zone of the new account

Language Preferred language for email report of the new
account.

Backup Client Choose AhsayOBM client or AhsayACB client.

Advertise Group Choose whether advertisements are displayed at the
bottom of the Ah say OBM/AhsayACB client

Type Trial User 1 Account of this type will be deleted from
the system after an inactivity period of 30 days by
default.

Paid User i Account of this type will stay within the
system until it is removed form the system by
administr ator.

Email Email address of the new account.

Welcome email Check this option to send a welcome email to the
user.

User Home The top directory where the software stores backup
files and all other information for the new account.
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Backup Quota Backup Quota of the new account.

Bandwidth Bandwidth throttling for this user account.

Add -on modules Add -on modules for this user account.

3. Press the [Add] button to create the user.
4, The account is now ready.

Login and Run Backup

1. Point your browserto  http ://<your -obs-server>/
2. Click the [User Login] link at the top.

3. Login with the login name and password you have created in previous

section.

4, Follow the [Quick Start] information available in the User & Guide to
install the AhsayOBM  or AhsayACB onto users co mputer to start backing
up data.
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3 Best Practices and Recommendations

This chapter lists out all best practices and recommendations which you
should consider before deploying AhsayOBS to a production environment.

3.1 AhsayOBS Hardware Requirements

AhsayOBS shoul d be installed on a machine supporting 64 bit multiple CPU
and multiple cores . A 64 bit Operating System will allow AhsayOBS to run
on a 64 bit Java JRE platform , as 64 bit Java is capable of support ing larger
Java heap size setting s. This type of configur ation will provide  sufficient
capacity for future business expansion , to meet the needs of exisiting
customers , and to support new AhsayOBS  server features.

A more powerful machine will also reduce the need for frequent hardware
upgrades, which will requ ire service down time for data migration.

It is a good idea to ensure your AhsayOBS server is equipped with some

redundancy features, i.e power supply, network card, and is connectit toa
UPS (Uninterupterable Power Supply)

3.2 AhsayOBS Server Configuration
One of the most important factors in determining b ackup and restore
performance is the disk performance  of your AhsayOBS server . Poor
backup and restore performance can be attributed to:

i. The u se of network drives for AhsayOBS system and user homes.

ii. The use of a single large disk or volume for multiple AhsayOBS user
homes

iii. Inadequate balancing of the disk I1/O across multiple physical drives

To improve performance of your AhsayOBS server, you should consider

using:

i. A separate drive dedicated for your O /S installation

ii. A separate local dedicated for your AhsayOBS installation home

iii. A separate local drive for each individual AhsayOBS user home

iv. A separate local drive for AhsayOBS system home

V. Distribute user accounts across multiple user homes to balance the
I/O load

Vi. Your AhsayOBS service should be running on a dedicated machine

It is not recommended to use the O/S partition or drive as the

AhsayOBS system or user home. If the O/S partition runs out of
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space , this will cause your O/S to become unstable and m ay even
crash your AhsayOBS server.

3.3 AhsayOBS Java Heap Size Setting

Due to features such as CRC checking, delta merging, support for image,

Hyper -V, VMware backupsets AhsayOBS v6 may require more Java memory
Although, there is no exact forumula for calcu lating the correct Java heap
size setting for any given AhsayOBS server. In general a maximum  Java
heap size (-Xmx) setting o f at least 2048M is recommended, assuming
AhsayOBS is running on a 64 bit Operating System.

When setting the maximum Java heap siz e for AhsayOBS please ensure this
value does not exceed 50% of the RAM on the server, to allow sufficient
memory for O/S processes and operations.

It is not recommended to set excessively high values for the
maximum Java heap size, as this could result i n AhsayOBS
performance issues during internal Java VM garbage collection or
memory recycling routines

3.4 How many concurrent connections on AhsayOBS are
allowed?

This is a common question and t here is no exact formula for calculating the
maximum number of user accounts or the number of concurrent connection
on any AhsayOBS server. As it is dependent on many factors such as but
not limited to:

i. AhsayOBS server hardware

ii. The composition or mix of users accounts, i.e. AhsayOBM or
AhsayACB users

iii. The number o f backupsets per a user account

iv. The type of backupsets per user account

V. The backup behavior of each user

Vi. The number of concurrent backup jobs

Vii. The disk 1/0O on the AhsayOBS

viii. Network bandwidth
Also, AhsayOBM/AhsayACB v6 clients are enhanced to utilize multi ple
threads for backup and restore. It is recommended to keep the
maximum number of concurrent backup jobs on the OBS to 1000, to

avoid potential performance problems.

Note:
When the number of concurrent connection increase, the performance
on the AhsayO BS may be turn down. To increase the performance, we
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would recommend modifying the maxThreads value in the
%0BS_HOME% \conf\server.xml in the AhsayOBS.

If you want to support multiple concurrent connection s more than 100,
you can configure  the maxThread s value base d on the following formula

maxThread s =Y x3
(Y= the number of concurrent connections)
Otherwise you are not required to modify the maxThread s value.

For example, the number of concurrent connection is 150, the
suggested value of the maxT  hread s is 450 .

(Assuming the network environment between the AhsayOBS and
AhsayOBM/AhsayACB is good, and AhsayOBS home on loca | hard disk
with good disk 1/0.)

3.5 AhsayOBS QPS Settings

To ensure user accounts are evenly distributed across your user home

drives. It is recommended you configure your QPS settings, this can be

under via your AhsayOBS web console under | Manage System ] ->[ Server
Configuration ] -> [ Auto User Home Allocation ]. The QPS settings for each

user home drives shoulni tnedo ber sfeNott oUdiadad .i

For AhsayOBS servers with multiple user homes, you should consider a QPS
setting of 50% to 70% for each user home drive. This will prevent user
accounts being concentrated onto one drive, which may cause the drive to
run out of dis k space very easily. This could result in data corruption on the
affected user home(s).

Also, an even distribution of user accounts across your AhsayOBS user
homes will improve backup performance, by spreading the disk I/O load.

3.6 Use a Static IP Address

The use of dynamic IP addresses for AhsayOBS domain names may result
in an unstable backup service whenever the IP address re -cycles.

A static IP address will ensure the remote IP address  sent by AhsayOBS to
the Ahsay license server  will remain the sam e during daily routine license
checks. This will avoid potential license errors, i.e. 1011 or 1012 license
error s which could result of the automatic shutdown of your AhsayOBS
service.
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It is strongly recommended to use a static IP address for your
AhsayOB S server to ensure a stable and reliable backup service.

3.7 Scheduling of Backup Jobs on AhsayOBS

To improve overall backup performance we recommend that scheduled

backup jobs (by default starts at 09:00pm) should not be confined to a few
start times.

The start times of scheduled backup jobs should be evenly distributed
throughout the day to avoid potential performance bottlenecks on your

AhsayOBS server.

3.8 Enable Replication on AhsayOBS

To ensure you have a backup of your AhsayOBS server in the event of any
hardware issues. We recommend enabling replication on your AhsayOBS
server to a separate AhsayRPS server.

3.9 AhsayOBS Server Scaling

To cope with business and or data growth, instead of upgrading to new
hardware to support additional users and data , which could involve a
lengthy data migration process.

Your backup service capacity can be upgraded using an AhsayRDR solution.
The advantage of using AhsayRDR is it allow s you to expand your backup
service easily by adding new AhsayOBS servers to the current set up with

minimal interruption to your backup service.

3.10 Anti-Virus Software on AhsayOBS

If you have anti -virus software installed on your AhsayOBS server,
please make sure the user home and  system home drives are excluded
from scanning, as this may interfe re with normal AhsayOBS operation.

3.11 Enable CRC Checking

It is strongly recommended the CRC checking on AhsayOBS is enabled
to ensure the integrity of the backup files.
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3.12

3.13

3.14

3.15

Running AhsayOBS as a non-root user

If you are running AhsayOBS on Linux, you are advi sed to run the
AhsayOBS service as non -root user. (AhsayOBS service is run under
root by default). This minimizes the impact of damages that could be

done on the system in case the system has been compromised by
hackers.

Expose only TCP port 80 and 443 to the public

It is recommended to expose only TCP port 80 and 443 to the public on
your firewalll . Pl ease consult the userbés
information on how to do so.

Restricting Access on Administration Panel

For security reasons, we wo uld recommend that the Administration
Panel of AhsayOBS/AhsayRPS must be hidden from public access, i.e. it
should be exposed to local area network  only, or you may restrict a
range of IP addresses to access your AhsayOBS/AhsayRPS management
console. For f urther information, you can follow our instructions in the
following chapter  fiRestricting access to system page by IP address 0.

System Resources
Extra system resources may required for the following backup set t ypes:

Windows System Backup
Windows 2008 System State
Shadow Protect

Microsoft Exchange
Microsoft SQL Server
Oracle Database

Lotus Domino Server
VMware ESX/ESXi

VMware Server

Microsoft Hyper V

In most cases, the file size of a single file in these backup set types are
large, therefore extra system resources (such as memory and disk

space) are required for using the delta merging feature. For user homes
containing backupsets with delta merge enabled. It is recommended to
maintain at least 30% to 40% free di sk space.
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3.16 AhsayOBS File System Tuning

In order to ensure optimal performance from an AhsayOBS server file
system, please ensure that you:

1. Use local drives instead of network drives, i.e. iSCSi, NFS, SAMBA etc

2. Tune your file system. For example, f or NTFS, run the followings:

fsutil behavior set disable8dot3 1
fsutil behavior set mftzone 2

fsutil behavior set disablelastaccess 1
fsutil behavior set memoryusage 2

3. Turn off drive indexing [on MS Windows O/S this is used for faster
searching] feature  for each system and user home  drive (s) .

4. For Linux/Unix mountpoints consi der mounting them usint

3.17 Network Load Balancing Configuration

For AhsayOBS servers which are configured with network load balancing,
i.e. a dual WAN router or Round Rob in routing. A static route should be
configured for your AhsayOBS server connection to the Ahsay license
server ( lic.ahsay.com ). This will ensure the remote IP address sent by
AhsayOBS to the Ahsay license server will remain the same  during daily
routine | icense checks. This will avoid potential license errors, i.e. 1011

or 1012 license error s which could result of the automatic shutdown of

your AhsayOBS service.

3.18 AhsayOBS Reseller Panel and AhsayRDR

If the Reseller Panel feature is enabled on your AhsayOBS server and
you plan to configure AhsayOBS as part of an AhsayRDR setup both
AhsayOBS and AhsayRDR must be on v6.7.0.0 or above. For backup

users accounts created by resellers, AhsayOBM/AhsayACB v6.7.0.0 or
above clients are only supported.

3.19 AhsayOBS Service on AhsayUBS Server with ZFS

For AhsayOBS service which are running on an AhsayUBS (v2.3.0.0 or
above) server and is configured with ZFS volume (s). It is strongly
recommended to install at least 4 GB RAM, as ZFS volumes require
relatively large amount o f memory to run. The amount of memory
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required is dependent on the size of the ZFS volume and the amount of
I/O activity.

3.20 AhsayOBS and AhsayRDR with Wild Card SSL
Certificates

For AhsayRDR servers installed with a wild card SSL certificate, all
member Ah sayOBS servers belonging to this setup must be installed
with the same wild card SSL certificate. Otherwise AhsayRDR will not be

able to connect to any member AhsayOBS server installed with a
different wild card SSL certificate via https.

3.21 Maximum Number of Backup Sets for a Backup User
Account

Although there are no restrictions on the maximum number of backup

sets that can be created on a backup user account. For administration
purposes it is recommende d that each backup user account have no
more than 10 b ackup sets.
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. Ahsay Offsite Backup Server
Administra

This chapter describes how you can use the [Manage System] -> [Server
Configuration] page (shown below) to manage the configuration of your

backup server.

cy | Manage System U Guide |

Manage System | Manaoe Log | Manaos User | Mansas Group Po Language

|

System Settings

Login Name +[system |

Password i[e |

Host Name +[localnost | E

System Home +[CProgram Files\Ahsa/0BS and AnsayRFSis/stem |

Palicy Home +[CProgram 088 and |

LaccHomes) i 1 [CiProgram Files\Ahsay0BS and AnsayRPSser ] L
new | |

Single Level Access ¢ [ Limited system users and backup users access on current level and one below

Auto Lock User + ] Lock backup user automatically after 3 invalid login attempts

Email System Settings

SMTP Server H Host Name Login Name Password
1.[10234 Il i |

ten | Il I |

Report Sender

: Name EMail
[Backup Manager | [report@hackup-up.com |

Administrator Contact 8 EMail

Name
1.[systemAdmin | [admin@back-up.com |

New | I ]
Languageofsystem  :lEngin ¥
Rapores

Type

Proxy Username i ] ¢ optional )

Proxy Password : | ¢ optional )

B Use Windows Active Directory (AD) Authentication

Domain Name A

Domain h ]
Controller IP c

Remove AhsayOBS

Account

[0 After a user account has been deleted from 4D for | *
automatically.

days, AhsayOBS will delete this user account

[ After a user account has been disabled from AD for
automatically.

B Use Redirector (RDR)
Protocol

days, Ahsay0BS will delete this user account

Hostname

Password

q \
Login Name A |
il |
| |

Administrator Hostname

B Use Windows Event Log

Event Log Name A |

Language Settings :

Bulgarian Czech

Danish Greek Modern

English Basque
Finnish Hebrew

Hungarian Italian

Japanese Lithuanian

Dutch Norwegian Palish

Portuguese (Brazil) Portuguese (Portugal) Romanian

Russian Swedish

Thai (Western digits)
Chinese (Simplified)

Ukrainian
Chinese (Traditional)

Features Settings

Show Help link
Show Restore Link

Show Install Link

Permission Updated Files Keep a copy of all files with old permissions in the retentien area

Moved Files

Keep a copy of all files under old file paths in the retention area
Auto User Home H User Home Current QPS Ratio Ma: um 'S Ratio
Allocation 1. Cr\Program Files\AhsayOBS and AhsayRPS\user 0.4% (200M /50.21G) | Unlimited [ g

Welcome em. Send welcome email to new users [ tnclude encrypted password in welcome email

Enable Free Tri ration

Backup Quota (oo hoves 9
® Quota will be reset to |50 Mbtes (v ofier

O User will be suspended after

Days
Add-on Modules

&, vicrosoft Exchange Server &, microsoft sqQL server

= orace Database Server
@ Lotus Notes

% MySQL Database Server
@ votus Domino

In-File Delta

B wicrosoft Exchange Mailbox
& Delta Merge

@ Continuous Data Protection

B yolume shadow Copy

B2 Shadonprotect System Backup

B Microsoft indons System
Backup

$n wicrosoft windows Virtuslization

¥ ypaware UM Backup

Remove User Days after registration

uration Recovery

C0PYY-Mm-0D)

Path :[C:Program Files\&hsay0BS and AhsaRP Sisystemidr |

Mode + @ 2uto O Manual
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AHITI]

Ahsay Offsite Backup Server
Admini str a

Key

Description

Login
Name/Passwor d

Username and password of the system account.

Host Name

A resolvable hostname of this server (e.g.

backup.your -company.com). Although you can supply
an IP address here, it is prefe rable to use a host name
instea d.

System Home

The directory where Ahsa  yOBS stores its system
information. The default directory for [System Home] is
%OBSR_HOME% \system. Normally, you do not need
to modify the value of this setting unless you want to
store this information elsewhere.

Policy Home

The directory where AhsayOBS stores its system user
and group policy information. The default directory for
[Policy Home] is %OBSR_HOME%  \system \policy.
Normally you do not need to modify the value of this
setting unless you want to store this information
elsewhere.

User Homes

The d irectories where AhsayOBS store the backup files
and backup log for all its users. You should set [User
Homes ] to partition where there is lots of free space.

Single Level Access

It determines whether system user has been restricted
access to own created  system users and backup users.

Auto Lock User

The backup user will be locked automatically after 3
consecutive invalid login attempts via Ahsay OBS web
console, Redirector web console and backup client

console.

SMTP Server

The SMTP server that AhsayO BS will use to deliver its
email reports.

Report Sender

The name of email address that will be used as a
sender for all outgoing emails.

Administrative
Contact

The name(s) and email address
administrator. System reports (e.g. Daily U

and Daily Error Report) will be delivered to these
mailboxes.

(es) of the system
sage Report

Language of
System Reports

The language which will be used in all system reports.

Use Proxy

Whether to use proxy to access the internet.
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AHITI]

Ahsay Offsite Backup Server
Admini str a

Type

The type of proxy to be used (HTT P / SOCKS).

Proxy Host/Port

Proxy server host and port number.

Proxy
Username/Password

Proxy user name and password if user authentication is
used.

Use Windows Active
Directory (AD)
Authentication

Whether to use Windows Active Directory
Authenticati on.

Domain Name

The domain name to be used for AD authentication.

Domain Controller
IP

The IP address of the domain controller.

Redirect ory(RDR)

Remove AhsayOBS Whether to delete AhsayOBS user account when AD
account user account is disabled/deleted.
Use Whether to use redirector.

Protocol The type of protocol to be used (HTTP/HTTPS)
Hostname/Port Redirector host and port number.

Login System username and password for the redirector.
Name/Password

Administrator
Hostname

The host name/IP  address that backup users created
by administrator will be used to contact this server via
redirector (e.g. redirector.company.com)

Use Windows Event
Log

When this option is enabled, this backup server writes
the system log message to Windows Event Log. This
feature is only valid in Windows platform.

Language Setting s

It determines whether different language s are enabled.

Feature Setting s

It determines whether the [HELP], restore link and
install link should be available to users.

Permission updated
files

It determines whether the existing files are copied to
retention area before updating the permission settings.

Moved Files

It determines whether the existing files are copied to
retention are before updating the file paths.

Auto User Home

Maximum QP S Ratio can be changed.
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AHITI]

Ahsay Offsite Backup Server
Admini str a

Alloca tion

Welcome Email

It determines if welcome email will be sent to new
users and other options on welcome emails.

Enable Free Trial
Registration

Whether to enable free trial user registration.

Backup Quota

The defau It backup quota of trial users

Add-on Modules

The default modules available to trial users

Remove User

Whether to remove trial users and the length of trial
period.

Configuration System settings, policies and user profiles of a

Recovery preferable da te can be recovered.

Date Dates of configuration can be recovered. At most 30
copies of configuration will be archived.

Path Destination of recovered configuration.

Mode Mode of configuration recovery. If "Auto” is selected
and OBS user home is empty  , the configuration
including system settings, policies and user profiles will
be decrypted and downloaded to their original
locations. If "Manual" is selected, the configuration will
be decrypted and downloaded to destination path.

Refresh Reload archiv al dates

Restore Download configuration to the destination path and

perform configuration recovery in either "Auto” or
"Manual" mode.

The language of the web interf

by:

4.1 User Languages Setting

ace can be easily changed to an other language

1. Click the [Se lect Language] link available on the top right hand
corner of the web interface.

2. Select the language of your choice.

3. All text messages from the original window are now displayed in the
language you have just selected (see example below).
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A H ‘ ™ Ahsay Offsite Backup Server
Admini stra

(R A Offsite B
&9 Ahsay Offsite Backup Server

Administrator Login | User Login
~

) Sswitch to Ahsay™ Replication Server

© Introduction

Understanding Ahsay Online Backup Suite
) Ahsay™ Offsite Backup Server (AhsayOBS) is

a server appiication which offers online backup
services to its users, <

(D Ahsay™ Online Backup Manager (AhsayOBM)
is a ful-featured client application used to backup data
0o AhSTyOnS ® (2 Select Language - Windo.... [=][21|[X]

@ Ahsay™ A-Click Backup (AhsayACB) is a lte " -

ciient application for easy backup / recovery of fies . >
to / from the AhsayOBS. © Select your f———————

() Ahsay™ Replication Server (AhsayRPS) language:
provides an offsite store for backed up data from guage:
multiple AhsayOBSs. @

Bvarapcku

-«

o
Dansk

Contact us

Catala

-

-«

-«

-«

-«

EAANVIKG

Login Na English

Passwor( Espafiol 3

Login

remember my login name

Troubleshooting:

Edit [NSTALL_FOLDER] \ webapps \ROOT\ iib\ i. Check to see if your CAPS LOCK is on. Both the login name and password are case sensitive.

commonjs to customize your company logo and the ii. Please check to see if your system clock is correct. Cookies may not work correctly if your system clock is incorrect. 2
names of softwares. After that, you can delete the

content of "RenameProcedure” to remove this fine. & >
Vour Company Logo

Y| Vour Company Logo

S

The languages currently supported by AhsayOBS are listed in Appendix A.
You can limi t the list of language s available to users by using th e [Manage
System] -> [Server Configuration] -> [Language Setting] options.

If you uncheck all checkboxes for all languages available in [Manage System]
-> [Server Configuration] -> [Language Setting], the [Select Language] will
no longer be available ont  he top right hand corner of the web interface (you
need to refresh the top menu bar to see the change). Users will not be able

to change the language of the web interface.
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